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Fast Matrix Embedding Based on Random Linear Code
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Abstract: Matrix embedding (ME) encodes cover objects and secret messages with an error correction code and

modifies the cover data according to the coding result. The modification vector is the coset leader of error correction codes
and the messages are conveyed by the syndrome. How to find the coset leader with lower computational complexity is the
core of ME design. To improve the embedding efficiency and embedding speed of small payloads ME, this paper discusses
the feasibility of introducing Hamming codes into the parity check matrix (PCM) of random linear codes,and proposes a
new PCM structure. On this basis,an optimization scheme is proposed which can adaptively generate a PCM to accommodate
to the given cover length and provide the best performance while guaranteeing the desired computational complexity. Experi-
mental results show that this new method achieves higher embedding efficiency and faster embedding speed than previous
fast ME methods, and is more suitable for real-time steganogaphic systems.
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5+

L AT 1 _ 45 1
o 35| ] g 35 ]
E en
] £
§ 3t . % 3F E
: £
25 1 E 25 1
2t 1 2t 1
15 ‘ ‘ : ‘ ‘ 15
0 0.1 02 03 0.4 0.5 0 0.1 02 03 0.4 0.5
Embedding »rate Embedding rate
(a) L7H (b) B
El4 AT PRI ARCE (n=60)
4 PESQ EXTEL
L (n=40) F 7 (n=40) L (n=60) Fri(n=60)
MAZK 0.1 0.3 0.5 0.1 0.3 0.5 0.1 0.3 0.5 0.1 0.3 0.5
JELATE 3.769 | 3.769 | 3.769 | 3.776 | 3.776 | 3.776 | 3.769 | 3.769 | 3.769 | 3.776 | 3.776 | 3.776
Tian et al. 3.738 | 3.567 | 3.426 | 3.745 | 3.574 | 3.432 | 3.687 | 3.531 | 3.346 | 3.694 | 3.538 | 3.352
Wang et al. 3.684 | 3.534 | 3.399 | 3.691 3.540 | 3.404 | 3.617 | 3.425 | 3.267 | 3.623 | 3.432 | 3.275
Proposed method 3.738 3.575 3.426 3.745 3.581 3.433 3.715 3.532 3.346 3.722 3.540 3.352
RS5 RBERFEIFE(n=40)
n-k 1 2 3 4 5 6 7 8 9 10
Tian et al. (ms) 0.001 0.002 0.004 0.008 0.015 0.027 0.017 0.019 0.024 0.031
Wang et al. (ms) 1.115 1.116 1.115 1.115 1.116 1.117 1.116 1.116 1.117 1.116
Proposed method(ms) | 0.001 0.001 0. 001 0. 001 0. 001 0.016 0.013 0. 005 0. 005 0.100
n—-k 11 12 13 14 15 16 17 18 19 20
Tian et al. (ms) 0.020 0.021 0.025 0.032 0.027 0.032 0.034 0.026 0.022 0.019
Wang et al. (ms) 1.116 1.117 1.116 1.116 1.116 1.115 1.116 1.116 1.117 1.117
Proposed method(ms) | 0.019 0.014 0.004 0.036 0.009 0.005 0.022 0.013 0.029 0.007
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R6 GIIERR BT (n=60)
n-k 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Tian et al. (ms) 0.001 {0.002 [{0.004 [ 0.008 {0.015]0.041 {0.046 [ 0.035|0.032[0.034 {0.048 | 0.052 |{0.059 |0.067 0.056
Wang et al. (ms) 3.454 | 3.456 | 3.455|3.456 | 3.456 | 3.456 |3.456 | 3.456 | 3.456 |3.456 |3.455|3.456 |3.456 |3.456 | 3.458
Proposed method(ms) | 0.001 | 0.001 | 0.001 | 0.001 | 0.001 | 0.048 | 0.041 | 0.032 | 0.027 | 0.228 | 0.134 | 0.058 | 0.151 [0.054 | 0.004
n-k 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
Tian et al. (ms) 0.060 [ 0.051 {0.054 [0.058 {0.042 [0.055{0.052[{0.049 {0.043 | 0.061 |{0.057 [0.043 |0.045 |0.031 0.028
Wang et al. (ms) 3.456 | 3.455 |3.455|3.456 | 3.456 | 3.456 | 3.456 | 3.456 | 3.456 | 3.457 |3.456 |3.456 |3.456 |3.456 | 3.456
Proposed method(ms) | 0.415 | 0.135|0.009 | 0.005 | 0.022 [ 0.049 | 0.050 | 0.029 | 0.007 | 0.061 | 0.016 | 0.009 | 0.020 | 0.011 0.011
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AT D AE AR BF 0], A PR AIEAE 3T B 3108 &2 AR, S
rh STCs 9 1 FAE [ & Bk 10, B2 45 Ra] I S,
£ BHENETHRMLEE(FBHENT) (n=60)

AR ST (R AR R AR B3 15T STCs 5.

n—k e r p ky n-k e r p ky
1 2.0000 i1t 1 59 16 4.3162 | {2,3,3,4,4} 5 13
2 2. 6667 {24 1 57 17 4.2252 11,2,3,3,4,4} 6 12
3 3.4286 13} 1 53 18 4.1247 | {2,2,3.,3.,4,4} 6 10
4 4.2667 141 1 35 19 4. 1408 13,3,3,3,3,4} 6 10
5 5.1613 151 1 29 20 4. 0638 11,3,3,3,3,3,4} 7 9
6 4. 6875 1,5 2 28 21 3.9626 | 11,2,2,3,3,3,3,4] 8 9
7 4.4700 12,5} 2 26 22 4.0040 | {1,3,3,3,3,3,3,3} 8 10
8 4.5508 13,51 2 22 23 3.9159 11,1,3,3,3,3,3,3,3} 9 9
9 4.7974 14,5} 2 14 24 3.8616 {2,2,2,3,3,3,3,3,3} 9 9
10 4. 6153 11,45} 3 13 25 3.8420 | 12,2,2,2,2,3,3,3,3,3] 10 10
11 4. 4571 12,4,54 3 11 26 3.7494 i1,2,2,2,2,2,3,3,3,3,3} 11 9
12 4. 5079 14,44} 3 15 27 3.7285 i1,2,2,2,2,2,2,2,3,3,3,3} 12 10
13 4. 5455 {1,4,4,4] 4 14 28 3.6494 | 11,1,2,2,2,2,2,2,2,3.,3,3,3] 13 9
14 4. 4290 12,4,4.,4} 4 12 29 3.5991 12,2,2,2,2,2,2,2,2,2,3,3,3} 13 9
15 4.2925 11,2,4,4.4} 5 11 30 3.6110 12,2,2,2,2,2,2,2,2,2,2,2,3,3}| 14 10

*8 BITEERETANXHEHBBIERRE(n=60)

n—k 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
STCs(ms) - - - - - |3.102 |3.653 |4.172 [4.697 | 5.204 | 5.661 | 6.074 | 6.504 | 6.895 | 7.290
Proposed method(ms) |0.001 | 0.001 |0.001 [ 0.001 {0.001 | 0.048 | 0.041 | 0.032 |0.027 [0.228 | 0.134 | 0.270 | 1.407 |0.894 | 2.103

n—k 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
STCs (ms) 7.684 | 8.053 | 8.384 [8.701 [9.038 |9.352|9.687 |9.985|10.29 [10.59 [10.90 | 11.17 | 11.43 | 11.66 | 11.89
Proposed method(ms) |4.095 |7.133 |2.867 |2.866 |2.441 [3.006 |5.802 | 3.443 |3.443 | 7.606 |4.216 [ 9.107 |4.982 | 4.981 | 9.945
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